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Starting at $10,000 per engagement

Sensitive research data workflow review
Assess systems handling sensitive scientific datasets, including data movement, access, retention, and operational responsibility.

Scope of work
• Data classes and workflow boundaries

• Access and handling-control review

• Risk and evidence documentation

• Remediation recommendations for the responsible team

Workflow
01 Set data scope

Identify data classes, systems, purposes, and agreed review boundaries.

02 Map data movement
Document relevant sources, transformations, storage, and access points.

03 Review safeguards
Assess access, retention, validation, and operational ownership.

04 Record risks and evidence
Describe observed control gaps and supporting context.

05 Recommend corrective actions
Prioritize improvements for the teams responsible for data handling.

Applications

Biological, chemical, and other sensitive scientific data workflows.

Scope note

The review does not replace the client’s legal, privacy, biosafety, or regulatory determinations.

Contributing teams

Tortzal, Science, InfraOps

Suggested NAICS

541690 Other Scientific and Technical Consulting Services

541519 Other Computer Related Services

541990 All Other Professional, Scientific, and Technical Services.

Suggested PSC

B524, B529, and B544 scientific studies and analysis

D307 IT Strategy and Architecture.
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